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THE "E'lelATIO:\," OF ElECTRO~IC SERIAL
\iC'IBERS =CLO:\~G

• The Electronic Serial Number (ESN) is a unique number assigned to
a cellular phone by the manufacturer. Section 22.919 of the FCC's
rules requires the ESN to be fixed and unchangeable, thus
establishing a unique fingerprint for each phone. The cellular
industry relies on ESNIMIN (Mobile Identification Number) pairs to
validate its legitimate customers.

• Cloning refers to a method by which the original, factory-set ESN of a
cellular phone has been altered, transferred, removed, or modified
then reprogrammed into another cellular phone.

• Cloning fraud, the most prevalent type of cellular fraud, requires the
ability to obtain valid ESNIMIN pairs, erasing the existing ESN from
a celJular telephone and replacing it with a copied or cloned ESN.
Once stolen ESNIMIN pairs are entered into cellular phones, the
cloned telephone is able to gain unlawful access to cellular service.

• Cloned telephones are used not only to obtain free cellular service,
but also to conduct criminal activity such as narcotic and drug
trafficking.

• The type of ESN alteration/modification used and advocated by C
Two Plus Technology and its affiliates cannot be distinguished from
any other cloning of cellular telephones.
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THE FCC~S POLICY A:\D RLLES GOVER:\I~G

THE ALTE~.\TIO:\J OF THE ES:\

Since 1991, the Commission has clearly stated its policy and rules
governing the alteration or modification of the original. factol1'-set ESNs
in cellular telephones.

"Phones with altered ESNs do not comply with the
Commission's rules and any individual or company
operating such phones or performing such alterations is in
violation oC... the Commission's rules." FCC Public Notice,
Report No. CL-92-3, October 2, 1991.

"It is a violation of ... the Commission's Rules Cor an
individual or company to alter or copy the ESN of a cellular
telephone so that the telephone emulates the ESN of any
other cellular telephone. Moreover, it is a violation of the
Commission's Rules to operate a cellular telephone that
contains an altered or copied ESN." Letter o/Clarification
from Mr. John Cimko, Chief, FCC's Mobile Services
Division, to Mr. Michael Altschul, dated January 15, 1993,
concerning modification ofESNs by the NAM Emulation
Programming Device manufactured and distributed by C Two
Plus Technology.

"Alteration of an ESN can interfere with a cellular carrier's
effort to bill and collect for the use of its facilities. There is
evidence suggesting that mobile phones with modified or
cloned ESNs are used in a majority of cases involving
cellular fraud..••phones with altered ESNs do not comply
with the Commission's rules...•" Letter o/Clarification/rom
Mr. John Cimko, Chief, FCC's Mobile Services Division, to
the Honorable Jim Sasser, U. S. Senator, dated June 21,
1994, concerning a constituent's desire to have the same
telephone numberfor each 0/his cellular telephones.
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.• Any indi\'idual or com pany that knowingly alters cellular
telephones to cause them to transmit an ESN other than the
one originally installed by the manufacturer is aiding in the
violation of... [the Commission'sl rules. Thus, we advise all
cellular licensees and subscribers that the use of the C2+
altered cellular telephones constitutes a violation of the Act
aDd our rules." Part 22 Report and Order, 9 FCC Red 6513
(1994).

4



A FEDER-\L COURT HAS E~FORCED THE FCC~SNE\V
ESN SECURITY RULE

In Houston, Texas, the U.S. District Court has issued a permanent
injunction against a C Two Plus affiliate. In its decision, the Court
determined that emulation of the electronic serial numbers of cellular
telephones by the defendant, an affiliate of C Two Plus Technology,
violates the Part 22 Report and Order. See Houston Cellular Telephone
Company v. John C. .VeLson, et ai, Civil Action H-95-617, (S.D. Tex
~Iarcb 17, 1995).

While the FCC and the Court have clearly stated that emulation of
ESNs violates the FCC's rules, a recent press release of a C Two Plus
affiliate continues to ignore the ESN security rule by stating that the
FCC's Part 22 Report and Order is an advisory opinion and "is not
legally binding." See Business Wire, Dow Jones and Company,
Charlotte, North Carolina (April 6, 1995).
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THE CELLl'LAR LICE:\SEE"S RESPO~SIBILITYFOR
ADDITIO:\AL "OBILE l~ITS

• Part 68 of the Commission's rules sets forth the customer-carrier
relationship for the connection of additional phones to wired service.
Cnder Part 68, it is the customer, not the wireline carrier, that
assumes responsibility for the connection of additional phones on the
customer's premises.

• The FCC, however, has prescribed a very different customer-carrier
relationship for cellular service. The FCC holds the cellular licensee,
not the customer, responsible for effective operational control over all
mobile stations, i.e., cellular mobile units, that communicate with the
cellular licensee's base station. See 47 CFR Section 22.912.

• With cloned phones, it is impossible for the cellular licensee to comply
with this Rule.

• The licensee does not control the alteration or
manipulation of the ESN.

• The licensee cannot track or bill the cloned phone.
• Cloned phones which are not controlled or authorized by

the carriers do not fall within the carrier's blanket
license. Therefore, such phones are unauthorized
transmitters and violates Section 301 of the
Communications Act.

• Because the licensee does not control the cloned phone,
the licensee also cannot ensure that the operation of a
cloned phone does not interfere with legitimate
customers' access to cellular service.

• Carriers are increasingly deploying anti-fraud features such as radio
fingerprinting and velocity checking to combat cellular fraud. With
the deployment of such features, a cloned phone can be detected aDd
removed from the system before the user accesses the system. Thus,
cloned phones customers will be denied access or removed from the
system, regardless of their intended use of the phone.
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RESPO~DI~G TO CrSTO~IERDE~L-\~,D \VHILE
PROTECTING AGAI~STCELLCLAR FR-\UD

• In response to consumers' desire to have two phones with the same
phone number, cellular carriers have begun deploying switch-based
technology which will Hlook for" or page several phones with the same
i\IIN.

• Unlike cloned phones, each phone has a distinct, factory-set ESN.

• Unlike cloned phones, the switch-based technology allows cellular
systems to authenticate or validate legitimate mobile units.
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PETITIONERS SEEK RECONSIDER>\.TION OF
SECTION 22.919

• In the Part 22 Report and Order, the FCC stated that Section 22.915,
which governs cellular specification compatibility, has been retained
and renumbered Section 22.933. See Part 22 Report and Order, 9
FCC Rcd at 6526, D. 108 (1994).

• While C Two Plus Technology refers to Section 22.915 in its reply to
TIAICTIA Joint Reply to Petitions for Reconsideration, it does so in the
context of cellular specification compatibility, not ESN security.

• Section 22.919 which governs ESN security, not the cellular
specification compatibility under the former Section 22.915, is at issue
on reconsideration of the Part 22 Report and Order.
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CO~CLrSION

• The FCC and a Federal Court have clearly stated that the
"emulation" of ESNs violates the FCC's Rule governing ESN
security.

• The type of alteration or modification of ESNs advocated and used by
C Two Plus Technology to provide "extension" sen-ice is pure and
simple cloning.

• To allow such cloning would not only violate the FCC's rules but also
undermine the FCC's policy and recent enforcement efforts to
combat cellular fraud.
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1. Business Wire, Dow Jones and Company, Charlotte, North Carolina
(April 6, 1995).

2. Houston Cellular Telephone Company v. John C Nelson, et aL, Civil
Action H-95-617, (S.D. Tex. March 17, 1995).

3. Plaintiffs Original Complaint and Requestfor Temporary Restraining
Order, Preliminary Injunction and Permanent Injunction, Houston
Cellular Telephone Company v. John C Nelson, et aL, Civil Action H­
95-617, (S.D. Tex. filed March 1, 1995).

4. In the Matter ofRevision ofPart 22 ofthe Commission's Rules
Governing the Public Mobile Services, CC Docket No. 92-115, Report
and Order, 9 FCC Rcd 6513, 6525-6526 (1994).

5. Letter ofClarification from Mr. John Cimko, Chief, FCC's Mobile
Services Division, to the Honorable Jim Sasser, U. S. Senator, dated
June 21, 1994, concerning a constituent's desire to have the same
telephone number for each of his cellular telephones.

6. Letter ofClarification from Mr. John Cimko, Chief, FCC's Mobile
Services Division, to Mr. Michael Altschul, dated January 15, 1993,
concerning modification of ESNs by the NAM Emulation
Programming Device manufactured and distributed by C Two Plus
Technology.

7. Letter from Mr. Michael Altschul, Vice President and General Counsel
for CT1A, to Ms. Renee Licht, FCC's Acting 'General Counsel, dated
November 4, 1992, requesting FCC's written concurrence that
cellular phones containing ESNs modified by the NEPD do not
conform to Part 22 Rules.

8. FCC Public Notice, Report No. CL-92-3, October 2, 1991.
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CHARLcnE. N.C.-<:BUSINESS ·.V!RE)-~Dril 6. 1995-The latest inno'/atJOn ::

:t'le
~elecommunicatlons indusrr:1as come to ~he Carolinas, bnngir.g conve~lence

for
thOSe who use it and controversy for the government.

The innovation IS a ocellularo extension. It enables you to have !wo or
more .
oceHularo phones on one line. Offered by Affordable oCellularo Extensions
of
Chariotte, an extension costs a one-time fee of $199. In comparison, phone
companies charge $20 to $35 per month for a separate phone line.

The extension duplicates a telephone's electronic serial number. The
results:
you can hook more than one phone to a single telephone number. Only one
phone
may be uNd at a tim., however.

The service appeals to salespeople, doctors, lawyers, and other
profenion....
They buy it to .tey in touch with the office while in or out of the ear and

remain aceesaibfe to clients and staff. extensions give family members a way
to
contact each other .asily and provide a sen.. of security et night •• owners
.twey. have ecceu to 8 phone.

What's the controvefIV? Phone compani.., of course, wish this service
would
di...,".... -The government has some questions, too, cl.lming the service
m~ -
encour. fraud.

In September, the F«Jetaf Communications CommiUion issued an advisory
opinion
aeying the use of altered oceffutaro teiephones violates the Communications
Aetof
11M. Thouth the IICe's opinion is not r..1tv binding, the commlRion.
COI'-'dering new regulations that might ch.... how oceIfuJaro phoneS are
produced.

Th. oceflu(lIro phone market Is growing 40" annually in the U.S., according
to
indU8tI'V r•••.-ch. Some.....,.. ........ many .. on.third of oceUularo
ownera .. it..-MtU in"""~

Pol' morei~ on oceIu_o .........., cell G*Y Ratio, owner of
Afford'" oellullro &IeftIioN, at 704/351-1128.

CONTACT: Anctr-. Cooper CommUniccioM, Charlotte
AI'*- C....., 704/343-2543

11:38 ET APR 01, 1118
News ....: IuIIn••• W....
1......-,: IICTS 1m.8
SuIIiect: ..,." NJPDT
~ Ieclor: MlUT1
~ _lion: fIINC RlNMI MJS ..lUIS
M•••_ 0481 from PR

DJ"'-A: Copyright 1985 Dow JOnei and company Inc.



L.!4ITEQ STATES Ji~lK:Ci CO'JRT
SOL;l''1~RN i)'$TFlICT o~ ·~AAS

ENTE;FCi

lInitel1 ~tat!s mistrtrt G.ourt
&OUt.tTtft1 Dfstrlct at tuuas

liou.&tl1n !tufllhrn

MAR 171995
HCjUST:J:-I CE..L'...:U.R
TFTLPHONE COM?ANY.

Plaintiff,

vtrsus

JOHN C. NasoN, Doing Business as Both
CeU Time Cellular and Action Cellular and
D~Y HART. Doing Busmess u
Action Cellular and
.1.CTION CELLULAR EXTENSION, [nc"

Defendants

§
§ MicrlaeJ N. ~1Dt. 1.Ac.J(/\

§
§
§
§ CML ACTION H·9S-617
§
§
§
§
§
§
i
f

PERMANENT INJUNCnON

Bued on the stipulations and Mden~, the court makes these flndings:

I. JOM C. Nelson, Jr., who has done business as CeU Tune CeUular and who is a
representative of Action Cellular Extemions, Inc., has enpged In 1he emulation of
the electronic serial numbers otceUulll telephones since August 9, 1994,

2. Danid K. Hart. as a representative of Action Cellular Extensions, Inc., hu cnppd
in the emulation ofthe e1ecttonic serial~ orcelluJaJ telephones since December
IS, 1994.

3. Amon CeDular Extensions. Inc., hu enpged in the emulation Oilh. elecuorU(: serial
numbers ofcel1uJar telephones since December 15.1994.

4. Oft May 4, 1981, after nouce in the Federal Reaister. the FtdetIJ Communieation.
Commission iJaled the Et1quiry irrto the Use ofthe 8lftds 825-145 M& and 870-190
MHz far CeIlubrCommual~ SylClmI; IDd AnMftdment to Pan. 2 ancl2Z ortbe
Commission's Rules Relative to Cellular COmmunic:atiolLl S)'Items. (16 F.C.C. 2d
469 (19Il). It adopted the teelmicalspecificltio.. for cellular telephones that nch
telephone have a unique electronic .eri&I number. Thi. ard.. was publiJhlci in the



Federal ReiJS!er on May 21. ~ 981 (~Fed. Reg. 27655) with corrections on hne 16,
1981/46 Fed. Reg. 31417)

5 0:\ S~ptember 9, 1994, after notii:e :n the Federal Reglster, the FCC :~ued \he
Revisiol1 of Part 22 of the Commission Rules GoverT'.:..ng the Public Mobile SeMCe.I

(9 FCC Red 6513 (: 994) This FCC order was published in the Fedmll Reiister on
~ovember 1"', 1994 (~r; Fed Res ~9502)

HOU510n CeUular has tuffeced irreparable damage u. ccnsequence ofdefendlllu'
emulation of the electronic serial numbers of cellular t~ephones for which it is the
carrier. The defendants' a,(;tions have deprived HoustOn Cellular of monthly ICCesa

charges and otMf per unit charles its customers would owe far additional
connection.!.

7 Although the d!J11age is eescibable, Houston Cellular cannot reliably quantify it,
makins the legal remedy inadequate

8 The acts of the defendants are analogous to their havina installed WULuthonzed aceess
to I cable tele-.ision network This piracy injures tbe utility and its 1eIitimato
customers.

9. No \I:1tepresented third-pany nor any diffUso public interest is adversely affectedby
the restrictions this injunction imposes on Nelson and Han..

B Conclusions

1. The FCC orders were reaularly made, published in the Federal Register, and lerved
on defendants by publication. 5 U.S.C. § 552(6)(1). S~. abo. F.d. C1"OP bv.. \I.

M~rnil, 332 U.S. 380, 384-85 (1941).

2. These orders adopted by the fCC constitute orders wid'lin the meaning of § 401 (b)
(47 U.S.C. § 401(b» oCtn. Communication Act or 1934,

3. Emulation ofthc electronic serial numbm ofcellular telephones by Nelson ,H~ and
Action Cellular EXlensions. Inc., violates the two PCC orden.

4. Section 401(b) ofth. Communication Act of 1934 exprasly authorizes injunctive
relief ror I patty injured by disobedience of an FCC order. The prerequjshe of
UTep&rable injury need not be at.blished when lUck injuncth... relief' is eqJrestly
authorized by statUte. United SflzttJ Y. Ht/yu Int'l COI'p., 415 F.2d 1038. 1045 (5th
Cit. 1969); a,.sIttzm ". Wtndlwh PartIWrs. 130 f.2d 1411. 1423 (l1th Cir. 1914).
Althou8h Houston Cellular need only demonstrMe that it hu been injured to Sllisly
tli,standard, hav;ns found thlt it was in fact irreparably injured by defendants' acts
and in an amount not susceptible to calculation, the coun concludes that injunctive
relief is available It common law
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C. .'njUnCl1on.

Bued 0:1 these tin::iing~ tOO conclusIons, John C. ~elson. J~ , Daniel K. ¥..A!t, a..~d Aet!on
Cellular Extensaons, Inc., are enjoined ptrmanently from emutati.ng electronic ,erial numbers
or ceUular tel~~hones for which Houston Cellular is the carrier.

This restrictIon bi....ds them and aU those who may knowingly act in corcert with them,
including employees, agents, i.lld conromers

Specifically, the defendants are enjoined from alterir.g, tnnsferrina. emulating or
mani?u!atltli elcctro:ric serial numbers of c:eHular telephones for which Howton
Cellulae i3 the eamer except in strict compliance with the FPC orders.

2 Th~ defendants shall produce imtneaia.tely to Houston Cellular these documer.ts,
including those seized by the lJrtited Stazes Marsha! and others in their possession or
within their access:

A All lists, fil", recoras, or odt« infonnstiQn contlUWll narnes,
addreiSe5, or telephone .-Jmbers of entities for whom they altered,
transferred, emulated, or manipulated the doct:ronic serial numbers of
cellular telephones from January I, 1990, to March IS, 1995.

B. All adv~nisementl, brochures, or other documents that advertised
serviccs to the public for altering, tT'lOsferrina. emulali"80 or
maniPU1atini the electronic serial numbm ofcellular tdephones.

C. Documents in their possession that identify other entitie=s which offer
services to alter, transfer, emulate or manipulate the electronic serial
numbers of ceU:Jw telephones.

D. Documents evincing a business re1.Ition or transaetio:"l with
Technology, Inc.

E. ACOt"aIlIde copy oflIB data on any ston.ae medium, includina paper­
based, &x.ed..diJk, and removable-disk data (hard, removable, 11oppy.
opdcIL and tape driVel and RAM). Houston Cellular wi1I reimburse
the defendantl tbr coPyinl COltS iDeurred in producing a hud copy.

3. With the exception ofHouston CeUulat sublCriben' service orden or contractS, the
defOnd&ntIare entiUed to rain the oriJinais altho•• documents. providinl HOUlton
Cellular with photocopies. The clefendarJ".s may recain photoc:opin althe HOWIon
Cellular sub.cnDers' .elViee orders or conira=. oNy for the purpo.se of usiJUna in
re-emuillion. The dd"cndantl w11lsurrencler to HouKon CeUuIu aU photoCopies It
the completion ofthe re-emulation or upon written reqUeit oCHouston CeUulal.

·3 -
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4 Thi~ oreer does not require that the d:fenrlanu ;:roduce C2+ Techno1oi)'. Inc,
pro;:rrietlJ')' irJonnation, equipment, or accessories in any form.

~ This is a final jUdgment. The coun retains jurisdiction to enforce the i1junction and
the settlement from which it !I'O!le

Signed \farch 15, ~ 995, It Houston. Texas.

fd=='b8 z::;r ~ ," _
LynnN. Hu~

United States Di!triet Judi'
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I~ THE L:'llTED STAlt.~ Ul~TRICT COURT
FOR THE SOUTHER..~ DISTRICT OF TEXAS

HOCSTO~ DIVISIO'i

llO('STO'i CELLLLAR & C.A. ~O.

TEL£PHOl'"E COMPAl'iY §
~

Y. §
~

JOH.~ c. NELSON, i.adividually and §
d/b/a both CE:LL TI"fF, CF:LLlJ'LAR and ~

ACTION CELLIJLAR a.ad DANNY §
H.\RT, indiTidu&lly RDd rllhl" hath §
ACTION CELLl"L..lR aDd ACTION §
CELLULAR EXTESSION § DEMA~D FOR TRIAL BY JURY

PLAINTIFF'S ORIGINAL COMPLALVf ASD
REQL"EST FOR TEMPOR ARV RKSTRAINING· ORDER.

PRELIMINARY IS.lL'NCTIQ~ AND PEBMASleiI INJL"NCTIOrs

TO THE HONORABLE JUDGE OF SAID COlJRT:

COMES ~OW HOUSTON CCLLULAR TELEPHONE ("OMPA. NY" ("Houston

Cdl'Jiar"), plainuff herein, seekin8 :l temJlOl"uy ~tr.urullg order, prelimiMl'y injunction and

~ IU<l1l~Dt mjUJ'lCtlO!1. In support thereof, HoUStOn Ccl1w4lr would ~ti\!~ly .:::ho\\' 1I1'lt0 the

UJUl L~ follows:

I.
.IlJRISpICTION AND PARTIES

1. This case arises under the constitution. la\\'s or treaties ()f the CnileU States. 28

G.S.c. § 1331. ~uant to 47 U.S.c. § 401(b), Houston Cellular seeks to prohibit defendants

frot:\ ,id~ orders (collectively the "ESN Orders") of the federal CommunicaIion Commission--
("'FCC") now codified in put &t47 C.FR 22.919(a).

2. H~ Cellular is a Texas general parmership Vltith its principal place of busmes.~

at One Wesl Loop South. Suite 300, Houston, Texas nlJ27.

3. Defendant John C. Kelson is an inr:lividuaJ ""iding in Harris County and doiDg

buslnes~ as both Cell Time Cellular. 5202 Sycamore Vmas, Kingwood, Texas, m45 and Action

Cellular at 9100 SoumwC3L Freeway, Suite 150, Houston, Texu. Defendant John C. Nelson..

indhidually and dning business as Cell Time Cellular, may be selVeC witb process by senring



~Ulte l50, Hous(\:m Tex.as.

4. Defencanr Da:my Han. LIlJi~lJuall~ and domg busil1C3S ~ ooth .\cQon Cellwa.- Uld

ACClC'!l Cellular ExteIlSlOn. IS an IDJlVJ.du.al \\IIV 1~ldes at W'210 r-orum West Dri"e, Houslon.

Texas Tl'J36. Un lClf0nnalion and 'DeBci. Dann~ Hall.. Joing busmcu as Action Cellul:lr, has an

office 319100 Southwest rreeway, SUite l~, HOUSlOn, T~.\.a:), .i1IJ may be sen'cd at this r.ddret,ol;.

On informauon and belld. lJar.ny Hart., individually and ooill~ Uus1uess as Actl.on Ccllulllr

E.\:tensio~ may ~ served at lCQlU rorum West Dlive. Houston., Te~ n03G.

11.
VENUE

5. Venue is pr~ in tlus ilislnet for two reasons. First, a substantial part of the

events iivm~ rise to Housroo Cellular's claun cx;curred in this district. 28 U.S.C. § 1391(a)(2).

Second. defendants are individuals or entities with conLacts sufficient to deem them resideQts of

thls judicial district. 28 U,S.c. § 1391(c).

Ill.
SUMMARY OF ALLEGATIONS

6. Pursuant to 47 U.S.c. ~ ~l(b) and Rule 6S(b) ot' the t-edera1 Rules of Civ:l

Procedure, Houston Cellular seeks a temporary restraining order. preHDllQ'lr) IfiJunCnoD and.

ultimately, a permanent injunction barring defendants from ~iolating the FCC's ESN Ut'Qers.

Furthermore, pursuant to 28 US.C. 120l(a). Houston CelluJar seeks an order from the court

declaring the rights and obligations of the ~es, spectfica11y stating defendants C3JU\0l alte..:,

transfer, emulale or manipula!C the ESN of cellular telephones in ~101atiOD of the FCC~ ~

Orders. Pursuant [D 28 U.S.c. 2202. Houston Cellular see~s recovery of its reasonable and

necessary aaorncys' rees iOCWTed by prosecution of this action.
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IV.
F\CTlAL BACKGROL~D

.:ornrlu.-::.:at::onc: serv:ces 0fl Its aur..honz.ed r;equencI~ In the H.)uston ~klJopolltan SraU5tca!

Area. whIch lcdudes Harr:s. LIberty, \1oQtgomery, '.Valler. Fon Bend and Braz.ona Counces,

8. Defendant<; are engaged In the process of altering, mampulating. or e:nulatlng :he

ElectrolllC Senal ~Jmbers on ~llular telephones 111 "'101anon of the FCes ESN Orders.

9 The EJectroruc Senal ~Lmber C"ESN") is a 32 btt binary number tl1.H UIU.:juely

ldenufie-s a cellular mobile transmitter to a cellular system. It IS separate and di~nnct from the

phor.e·s lQ.-digit telephone number. One purpose of the ESN in a cellular telephone IS similar to

the Vehicle Identdieatloo Sumber 11l an automobile. Speciticaily. i1 Wliquely identifies me

ec;uipment to asslSl In recovery. IJ It IS stolen. More importantly, the ESN is designed. to identify

an authori7.ed subscnber and enable cellular Iicenst:CS, like Houston Cellular. ID authoriz~ sysTem

usa~e and to property bIll for calls made to and from a cellular telephone.

lO. The alteration of a cellular telephone's ESN allows a person to simulate the Sl~rnal

of a dlffercnt cellular telephCine. This process, called emulation, allows one cellular phone to

emulalC. ()f imiwe, mother cellular 'hone. This allows a person to make a call OD one cellular

lelepbone wrole actually charging the C11\ to anaher. Alteration of an ESN facilllaleS fratxiulen[

and unauthonzed cellular calls. An unautbori1..ed user of a (,;Cllular phone that has an altered ES~

enn make numerous local. and looa distance caU~ and have lhe charges billed to a totally

IJn~J,~ring cellular customer. Alternatively. ESN alteration caables one cellular pbone to

e-mlll"rf! another cellular phone beyond the detection ablliaes of cellular li~nsees. This enables a

customt'l' T.) lIY more than one telephone tor the same telephone number, tbereb)' avoiding monthly

access charge'S r.m.refld hy Houston Cellular and other cellular licensees. By altering an ESN, a

~~tomer CaD fraudulently avoid paying the tIlatthly access cbar.e for multiple cellular phones.

re6Ultins in a significaa.r los. of r..v~nu~ LO Houston Cellular.
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1.1. Furt:iermcr~, HOUSTon r.-l111;"r ha.~ r~nuy cffered a ~peclallon~ Jistance ;romm

whereby. for 3 month!)' fee. Housto:l C~lltll<U' '"'-ul ~1I()w frcc aH time en 3l11cn~ i1stance calls In

:hc SUlle of Te"<.JS. Use of tius lon~ distal1C~ program ""ill Allow a Ols~omer to call k1\~ distance

from hu cellular tdephone and pay only the ra1e .;tw@ed by tbf- c~lI"mmcr's pre-selected long

J15tan<.:e c:uncr. HOll3tCn Cellular wIn not cbafl:;e for air time on cuch (,<lll~. Alteratioo of an ESN

allow! a customer to have multiple cellular phones cC'-erN by a single montl-Jy [PI"; f'A}"'C"t for [he

ions distance program, r~ti.ng in n subst.:U1tialloss of revenue to Houston Cellllu.r

12. As mOR fully d(;3Cf'jbc:d in the offida.v;t of Robert Edw'aCds. attacbe(l <Inti

iUCO[JX>rc1lt>:U ~ E.\hibit "A," defendants John C. Nelson, individually :md Jomg bURnftli as C@U

Time ceUular (UlU ~ AI.-.tiOll CellulAr, hAve beca cnPlext in the UI1l:IUthorizcd pr"olct.ice of altering.

trdnSfemng, cmulatin~ UI lUcuLipuJatins the C1SN of cellular tdcphoDos to emulare other phones

subscribed to Houston Cellular. S~ificaHy. on or~t September 29. 1994, for 3. 5215.00 fee,

John Nelson altered an ESN on a ~Iulw phunc prOVided to him to emulate: Q Hou5tOD Cellular

sub8cribed pbooe. In December of 1994, Rubmt &1wiil~ l'elWlled to John Ne.bon and rtecivcd:1

quote 01 )~.OO for the alla'alion 0( an additional cdluh&r Lel,,!,lkJuc.

13. rurtbermore. as more fully 4escribed tJ1 me all1wvit of lWUelt &lw&rds, daCbed aod

incorporaled berem as t:.U1ibit "A:' deteDdants DanDy Han, iDdi\'i<J~ly and doiDI bwiUCSI as

AetioI1 Cellular and AcUOI1 cet!war ExteDSiOll are abo engapd in the uDllIU&1UtW pratti" of

alteriDl, tnIlSferring. cmulaUna or marupulaliD, the ESN of cellUlar TClepboa-. s~n\o3l)y, OD

or about Febuary 8, 1995. HOUIICD Cellwar recetvec1 an ad on Ac1ve1'f.." The ad ~ifiuU.ly

advenlses~o cellular Jlbones. one cellullr number," tJlutla ntt licemed by me fCC fO PlTJviuc

cellular service caDDOt provide tbis serviC2 MIt ford! in~ advertlJaDCDt. H~ Cellul.. bas not

authoriDd ay pa10D (I' mIt)' (0 alter or emw. ESNs lor cetlular pboaeS JUblaibed to its

senioe. :III Affidavit of Mike HlDlfia. The Affidavit of Rot.t &Swan1I dllcnbes a coevalllion

with Daany fUn wberein he dniued IbaI for S~.OO he wnukl alter tbe ~N d a eeUu1ar pbOne

to emulase a Houstoo Cellular sublc:riber', phone.
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v.
fCC BEGLLAIIQ~S

14 O!i \!a} 4, 198i. the FCC re\ea.~ an Order C:14tled "An lnqu:ry Into the :_'se ot"

:r.e 5ar..ds 8'25-845 \-r.-iz and S"'J.89IJ \1Hz for Cellular CUfM1urucauons Sy~tems; and

Amendment of ?Jrts :2 .;.nd :2. .:>f the Comnussioo's Rules Relative to Cellular COmJ2lUnlcalJons

Sysrems,-' 86 FC.C.2d 469 (1981) In ~,hich it, among other thir.gs. adopted teehnlcal

specifications (or £he 'JSe of :eUular telephones, locluding a requirement chat each phone have a

wtique ESN, ~ S6 FC,C.ld at 508 & n.78, 573, and 593. This FCC Order (the ~fil'lit ESN

~") \\as published in the Federal Register on May 21, 1981 (46 Fed. Reg. 27655) WIth

cnrrectiom on JWle 16, 1981 (46 Fed. Reg. 31417.) A copy of this Ell]' ESN Order is aaached as

Exhibit "B." On September 9, 1994, the FCC released an Order entltled "ReviSion of Part 22 of

the Coauni~~ion Rules QQveraing the Public Mobile Sc[Vi~." This FCC Order (the "S~Qd

ESN Qrdcr'') was pUblished In the Federal Register on No...·ember 17, 1994 (S9 Fed. Reg. 59.502).

IThe First ESN Order and Second ESN Order are coUectively referred to herein as the~

Orders.) A copy of the Secopd ESN C>rdCr is anached as Exhibit "C."

15. In response to an FCC Notice of Prop.Rd Rule Making, released June 12, 1992, '7

Ee.C. Red. 3658. and publisbed In rhe Federal Rclis~er July 1, 1992 (57 Fed. Rei. 292£(),

C2+ Technology. a company that altered ESN~, requested Lhe FCC to amend the Commission's

rolC!' and allow compame8 to mirtct ancillary cellular equipment that emulates ESN~ for the

rl'~ of allOWing more than one cellular telephone to have the same telephone number. SIk

pan~ph t'7 !)f F."(hibil ··C."

16. Thf! FCC specifically rejectccl the proposed amendment of the emulator. The

5



Lla.-a.:Cl hcCn3c, c..nC t~u~; would be Urllct!'ns.c,1 Tr::lnC;iT1:ae~ In \;0IaUor. of
Secuon 301 of the AcT.

See~h fjj or E.xlubll "c."

t i. The' ComMISSion further conduded:

\cvcrrt.eles5, \\1tb regard to eXlsun~ eqwpm~nt. we conclude that ~i1ular

lelcphon~ With alccred CSNs do not C<':mply wIth tb!' C'~l1l1IM ~y~em

compatbillEy spocifi~tion 1 and thus may nor be considered authonzed
eqwpment unGer the (.m~i.lli:&l type ~ptancx. Accordingly, a consumer's
(Ilowmg use of su':h altered eqwpmem would violate our rules. W; (ytlh![
oeUeve tMt an)' Inc1lVls4YaL 1,)1 Lf\9)PMY rlw knowin&!l altm cllluiv
t;llliPm ro CiI.LtIe~ t9 1DGml'1 JO ESN oliee tfyg rhc otK oriliOJJly
Ins.'. by the manuiGARr iM .tJiu. ill the nollljSJ1 of our MI•. n ...
we am",. all Sllll!lar llCClW' and subqjbers tlIJl tbe use of the C1±
aJmed cCUlllar teleRhOM' constitutes it \ljul~linl!0{ the Act U!d our rule..

See paragraph 62. 2 (mJ,phasi~ added).

In conclusion, in Its Second ESN OrcleL the FC<': dearly stated (1) usc or al~tU Ldlular

telephones CODstin.nes a vlolation of both the Communications Act of 1934, all. amended, anu the

First ESN Order as codified in Commission rules, and (2) any company that "'"owingly a1~1~

cellular telephones IS "aiding in the vtolallon eX our [R:C] roles."

V 1.
DOUUT FOB DM'OI,M), IMIJAlNlNG QIDI'

18. ?u~uant [0 47 v.S.c. § -401(b) and Rule 6S(b) ci t:te Federal Rules or Civil

Procedure, Hou.~on Cellular seeks a temporary resU'a1ning order from the coun ac;king the cowt

(1) to enjoin defendants from alterinG. tnnsfemng. emulati~ 01' manipulating me ESNs of ceUular

telephones aB1 (2) that all records. computer disks. aDd adler information concamng aI~rcd

telepbones be preserved in their current stale. As shown by the affidavits and evidena attached

lSI! previous 47 CFR § 22.SnS. which became new 47 CFR § 22.933, adopted in the
Second FaN UId«.

6



(b) If ally pel"9OQ fads or nepeeu to obey any onJa uC the Commission
other than fU' the payment c:l money, while the same is in effect. tb.c
Commission or cmy ~' injWld 1Dcreby, or me Uniad Sa., by its
Attorney Geaml, IDly apply to tbe apprcpriItt dillriCl court c( me Unile<1
StaIrS for the enforccmct ct sa <dtIr. If, alscr heain" that cout1
<ietermi1l.'$ tbIl the order w. J.....Y... II1II duly laVed. and that die
penon is in disobedience of U1e _, tbe a:Ma't !bill eftforce~ to

such orQer by a wnt of irtjuDcU<JII ur otbcr P'Of*~ maDctaray or
oUIerwiJc, to resuain such pencil or Qle otflCOrs. aeeall, or rcpraenWi\'~
of such penon. from furthet' disobedience of such order, or to enjoin ulXX'
it or them obcdie'DC'e [0 me same.

9Oll! OCC'..lr LV HVu::.tDU Cellular li :u1 order e"Jolrnng defend.ults frcm ~Itf'nng trnnsferr:ng.

emuiaoc.g or mani~uldll.lg tl:.c ES:--is I! not grnnted. SpecIfically. ~ shown by Tn~ affidaVIt .)to

Cellular would show thaJ. II~ uv way of ruonitorin! Al~rt"d te:iephontlS and will cont:inu~ to stlff4-f

fraudulent aDd unallThonzed. U~ vf ~1 (itU~ 4.nd theft of sir time unl~9S this order 19 gran~d

l-'wthermore, \l,'ithou[ records frum Uc:[c;:udallts indicating the nwncs of customeR who ~ve

r~l"ec.1 altered telephones, HOUSlOO Cellula.!~ UQt bavc a. way to monitor the unauthorizerl~

of cellular leteptonc:s or notify specific CUSlOmems Lhol tln~y ~ u..,in! ccllu1nt telephcmes In an

unauthorized manner.

19. In adwl.1on. 28 U.S.C. § 401(b) States:

""20. ~b"'h Ce1llT4l B,ll TtllpltoM Co11lptl1ly \I. LouiStGlttl PublIC Strvu:t

Cornmis1iorJ.~2d 1107 (5th Cir. 19'84) vacated OD other gro\llld$ 100 S. Cl 2814. The Rfth

Circuit, interpn:ting § ~l(b), stated:

UDder t 401(b), il pII'L)..... eafORaleDt of an FCC dIdaIr8tlaa Ina)'
~1n In injundioa UfOIl a f'iIIItinI .. (1) _ del.... i1 III FCC
"C»IIIr" wi1biD the d ..Act, (1) ae ocdIr WII••y.... lID'1
duly ",,",'Id upnn the "" (3) die dIf._t is ia~ of tilt
Oftitr, aDd (4) the patty seeking die injunctioG _ becft injuNd by U.
defeadaDt', m~ience.

rd. al 1114-1115.

21. An FCC d«.ltu1I,jnn i~ an "ordll':' if the~ adI in accordInce 'Aim its

10lisl:aDv"y del..-saq nile mlki.Dg :\l1thnrity" and u...a it TO be biodina al 111 applialble

1
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pcrson~, lJ. .:1l 1115 On '.helr face. the Qt\ Ord~ri all" ",'"1rdcr~" prohlbtuni Ir.dn :duals, r.:Un

aLa [om l.i.Sln~ l,.:l;ilula.t phones wiL~ dtered. ES~~ I.X from altl?nne F=SN~ In cellular phones.

.,., 1;1 i..JI~t:l to show tbat 1U1 order was duly ~r\'ed. the FifTh f:lrcWl has stated:

Thus. lbe r"'lwlcUlcnl 0( "due service" i!': melle th£ Jefecd"nr 'n a. § JOl(t)
pnx:ccdmg received O'Jtlce lepil\' sufficient to ml:lice the order enforceaole.
VnJer the A?A (AdilWl13craavc; ftroocdur~ Act]. ~ n1l~ is enfofC'nnlc mce
it is publIshed in the FtderaJ Retisrer. 5 U,S,C, § 552(a)(1). The SUDreme
Court bas held t.hi.a4.~ce of a rule in thaI Dublic.&tioQ coastltllt~ l~gaJ
nonce to the general public. .

[d. at 1119 (cite! omitted). The FCC adopkXi the ESN Orders pur.mant LO la\~ul notice a.,d rule

making proceeilings under the APA. and the refercnctd ESN Orders were published 10 the f-ederal

Register.

13. Houslon Cellular, through the affidavits and Exhibits auaelu:d hereto anU incorporated

herein. has shown thaL the defendants haVt ....iolated "orders" of the FCC which have been "duly

ser.·ed" upon the defendtnts. Because Houston Cellular bas been injured hy defendants'

disobed!ence, it is entided to a temporary restraining order probibitin8 the altering. tran~ferTing.

emulatina or manipulating nf ESNs of cellular telephones and enjoining detendants from aJterin~ or

destroyinc any records relating t() the allering. emulatin,. transferring or manipuJating of ESKs.

"II.DQUED" FOB rULIMINAlX MP PlWANINT IN,IUNCIIQN

24. By way of this Complaint. Houston CellUlar asks the coun to ~l .t uate. within ten

(10) days of the silJlin9 of the temporary res1I'Iininl order. for hearing on Lb.~ lJlc:liu:1IW')'

inJuncUon. At the same bIDe, HoustoD Cellular aw the court to order defendanlS lO (J1OOUCC

certain records relariDg to the altering. traml'erriDI. emwaDg or rnaniPUlatinl ci cellwcu'

telephones. the serviciDI of diems? udlor mpcmes to iDquiri. about s\ldl altering, tJ'IDSfemn¥,

emuladna or mampulating on cellular telephones to the CQUIt for in camera iaspect10Q arxl

wekeel'illl·
25. FurthenDae, afta' the pretimiDll)' injunction ~D8. HouslOQ L:eHuJar asks for a

trial at the .nic.t possible JeUin@ in order to permaaeD1ty enj(ill defendalWi trom ( I) altering.

uansfemDl. emulalil1l or mampulating the ESN oa cellular tetepnones, or (2) altering or

8
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err. ulaur.g )1 1I1cl.1Upcla:.m~ on C(;llull.\! teiephon~.

Zo. Pur31Ja.11 ~l..' :!$ l".S.c. 2201(a}, Houston Cellular seeks a judeme-nt fmm :hl~ court

lJeclari.ng the rights and vbh64U1,)1l~0f Ho~lOft Ccllwur and the d.fendan~. SpecIfically f-l'(\ll~t('ln

l'e!lular asks the court to declare:

tt) Defen<:2ancs' a1teliJt~, tJausfemn!. ernulaliQ! or mampwlitins ES~s IS ~

nolatlon of the FCC's ~N Ors1ers am.llcgulations and aids and ~msrs otheno io violating

the r<":C's b;S~ Orders and regulations,

(2) 1he use of emula&Cd or alt.t:lW lc:lc!Jhoncs is a violation of the FCC's ;.s:--:

Orders and ~guJatLons.

(3) HQ~tou Cetlular has Ute right and~ uUl.igaQOO lO determine rile n.:unes 01

all customers who baye had their cellular teltptlones all.cu:.J, transferred, cmulo.ted or

manipulated so a.~ to advise iUlU ooafy the customer that the IJ:lC of a1~red. t"Usfcrred,

emul.aIed or manipulated telcpbone& lS a \oiolal1Ol1 of me FCC'~ ESN Orden :snd

regulatlons.

(4) Defendants have no right to aller. traDSfer, emulaU: or maaipul4I.C: celLdar

telephoDes of Houslon Cellular customer!.

27. Pumant to 2tI U.S.C. 2202. Houston Cellular seeks rctmbw'lcmenl of UIC

r~ Ind DCCeSSary attorneys' fees incurred by HoultOn Cellular tor brinlinl tbis dedUIl0f)

judlment action.

IX.
BAYEI

18. t-blston CflJlular requelt! chi. court en.. a tIJIIlP(nI)' I1IDiDiI1l order. after a

MIriJI.s. PNlimiaar> il1jllDt"rin.n. and after a trial Oft me menu. a pel'lDlnlftt iDj\lllC1iolL; that it ~

9


